DS o A (S 1B 1A

HAEETA UC120-1V1S10 B mfE Mok
HPFM V1.0

AR ERERDERAF]
BXZREIE: 0755-61919966
bk SRYITR LKA — R R — A ARARE 181



=
hufll3

E[]

T}

Py ey
WA 3% ) UC120-1V1S10 fift &85 WX 56 VRIS A i A PR A &) NG $ At 407 47
HIHE AR Fr, TEE SRR R, IR AR HE 1% 0755-26456110/112.

NENA

N T A B T RIS A UC120-1VIS10 RlEIEAE MG, FATRE 1 1% i i
T, EENG T %NS ThRERAE . 2075 EREENT Web P B &%
(R

FE1$ ] UC120-1V1S10 Rl &85 W et fE e, & AT gl B 52 A48 T o

B S
AT F AR

e N
o Mk MR E A4 UCL120-1V1S10 Bl& i s W o 1 TR

BITIER

RS 4T SCARYRRAR A RRAS
UC120-1V1S10 fl&IEfE M H P Ft | V1.0 (2019/06/06) 2.55.1.0

L) RE

ARG BT % 1 X e BY 14 44 348 UC120-1VAS10 B35 N o6 SCRY bR B s Bl
A PRI 25 N 75 B P R R R 2

UC120-1V1S10 gl & M5 7 F it WA ©2011-2019 54458 ik I



H 3%

T FEERBEIR . cooeoereeereeeeeesssssssssessssesssssass s s sssssassssssssesssssssasss st e s s e b et s s st base s et ansaenes 1
L1 FEEBTHIIY oo bbbttt 1

1.2 REFIIZIEE oot 1

1.3 FEEBAIII 1o Rttt 2

T FEZR AT T e 3

1.5 T REAIRFE oo 4

L5 1 TETREME oo 4

L5.2 BIEEIIEG ..o 4

L5 3 BRI R 4

158 FXS oot 5

LU5.5 FXO oot 5

15,8 BRAFARETE oo 5

15,7 ARTEMESS oo 6

158 WEHEEME ..o 6

15,9 B HRYET oo 6

2 BHETR Bt sttt en 7
21 ZZBETETE TN oottt 7

2.2 BEBEITIE oottt 7

2.3 PRZETERE oottt 7

2.3.1 BEHABEEC T HIRIZEIETEI oo 7

2.3.2 MR T HIRIZEIEBEI oo 8

24 FEFETVEAGZEINLE oot 8

2.4.1 JEIE P IESE UCL20-1VIS10 FERHLE .ottt 8

28,2 B I AR R 9

283 ZEE WEB ..ottt 10

3 ZEARIEAE oorvereeeeeeerresesensensesesessessssessessessssssessesssssssssesseasessssessase s e s ssase s sssses s ssssesaasessesess 11
B BEHLIETE oot 11

311 FRITHAE BB ER I HL S e 11

B2 TP ILLRAE .ot 11

UC120-1V1S10 gl & M5 7 F it WA ©2011-2019 54458 ik "



H 3%

3.3 TRHHZERS oottt 11
B TIFIHEETS oot 11
341 FHHE (BlING) oot 11
3.4.2 VLTS CAIMENGD oottt 12
3.5 FAXIEAE oo 12
B.6 FMETIFIZR ..ottt 12
3.7 RIEFFEWL L oo 14
371 WA HFPIFILIREIR: oo 14
B.7.2 T B8 I TLB0 oot 14
B8 RST BEIHAE o.vvveeveeieececc bbb 15
3.9 FFR IP HIHE AR S BT BEE oo 15
A FRE T B et esses st s ssssssesstsssssssstasesssssssssssseasesssssstasessesssssssassasesssssseasessens 17
A1 TEE UG o 17
B.1.1 AE A ZEITE I BB 25 v 17
4.1.2 HAMZIHFBEATEIFE] UCL20 oot 18
4.1.3 LA Trunk BEERHHE R PBX oot 18
4.1.4 VEN VPN 2 7 i 5 A BE A T VPN JBIE oo 18

5 Web TUTHITL B ......coerrrreseeserssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssessasssssssssassssssnes 19
5.1 WBD R THI T AT vttt 19
5.2 RS ettt 20
B.2.1 B oo 20
B.2.2 SIP .o 21
B.2.3 PSTIN. ..ot s s 22
5.2.4 DHCP ZE F B FIZR oottt 22
B5.2.5 ZATTITIIL ..ot 23
B.2.8 T HL Looovouiueiisiiscsses st 23
B.2.7 G5 oottt 24
B.2.8 VPN oottt 25
B.2.9 FAIIZDAN. .......ovoooveeocriocseeceee e 26
B.2.10 T ittt 26
5.3 ZRGE evreieieie et 27
B.3.1 B oo 27
B.3.2 FHT B oot 27

TR RS o (017 1] o] O TP T PP PP P UUTOPRRPROPON 29

UC120-1V1S10 gl & M5 7 F it WA ©2011-2019 54458 ik v



H 3%

B.3.4 FEAVEH R oo 30
5.3.5 FRGGIBAT H G oo 30
5.3.6 T B B IS T R8st 30
B.3.7 BRI ITE D oot 31
B.3.8 1T oottt ettt 33
B3, T oottt 33
B30 ZE B B oottt 34
B.3. 1L AP 37
B.3.02 T BB ettt 37
B33 FEL T B oottt 39
5.3 14 BB TR ..ot bbbt 39
B35 FTP A5 2% oottt 40
B.3.06 TEII DS vt 40
B.3.17 L oot 42
Bl PXZE oottt et ettt ettt ettt ettt et et a e et et et et et et et et et et et et et et ete et ete et ere et ete e erens 42
B L B oottt 42
B2 MOLTE ..ot 45
B3 AT B ettt ettt ettt ettt et ettt ettt n et erane 46
B A TR ..ot 47
BuAS B KR oottt 48
B.4.8 DHCP ETRE oottt 49
BT B I ..o 50
BAB DMZ TILE ...ttt bbb 51
BB 2T (oot 52
BAL0 BRI oottt 53
B 1L VPN oottt 54
LSRR B2 o U] 7 o o USSP 62
Lo e B [ 1 £ PP PRPPPRPN 64
D I B vttt et ettt ettt ettt e ettt ettt ettt et et et et et e st et et et et et e At e teat et et eae e e te et ete et et et et et e te et eae et ete et ere et ere e erens 64
BB, L SIP oot 64
B.5.2 FXSIFXO oo seee e 67
55,3 ZAIT oottt 70
= L OO 70
555 B THL 1ovitceiceei ettt 72
558 T IR ..ot 73

UC120-1V1S10 gl & M5 7 F it WA ©2011-2019 54458 ik \Y



B 5.7 T R T oot 74
558 R T Ittt 74
B.5.9 SIM G 2] ottt 76
B.5.10 AULOCLIP ...t 77
=T = OO 77

B 5.2 FE T B A oottt 79
BB T L vttt bbb 80
B.B.L SIP oo 80
B.B.2 FXS .ot eeee sttt 84
B.B.3 HREEZL oo 86
BUB.4 T IFZH Lo bbbttt b e 87
B.7 HHZE oottt 88
BT L SIP oot e 88
B.7.2 FXO oot 90
B.7.3VOLTE ..o 93
5.8 IRIUFZEH 1.vovoveseseie ettt 95
BB L B oottt bbbt 95
B.B.2 BB HIZL oo 97
B.8.3 B HHT vt 08
B84 HFTERD oot 100
B.8.5 IWR oooooveeeeeee et 101
B.B.8 A B ottt 102
8.7 BT oot 103

6 T MUTRTE couvererereersrssisssssssssssssssssssssssssasssssssssssssssssssssssssassssssssssssassssssssssssssasssssssssassessssssassessassens 104

UC120-1V1S10 gl & M5 7 F it WA ©2011-2019 54458 ik Vi



|

1.1 P2 &4

UC120-1V1S10 & &GS MEE T — 1R 2 DRt &l E M oe, BEM 1 iEELE
(PSTN A1 VoIP) FI¥E %S (LTE 4G/WCDMA 3G) . ‘BAME/INGRAE, 24t FXS Al
FXO 1 LTE =/ MEHE#HEN, RS TREENEE] IP G &ML, ZgmiEmLE (PSTND F
M4 (PLMN)

— 75, UC120-1V1S10 M briEiif &4, W 5&G RGN, &AL SR PBX
R H—U7, CECRAARAER) SIP PN, BEUE SIS IPPBX. AR KT SIP (1)
LG FHZ . [, UCL120-1V1S10 ##&% N B AWl e, SCF-R s/ Bl H A5 1
GSM/WCDMAJLTE =F5iE, e85 784 i A BRIE A5 M4 I ER .

Ak, ' E A% WIFi flEnd S i ge /7, A P e BLUEE WIFI 8% LAN 2 03E 4T s B,
HH 3 SIM Rk ER.

UC120-1V1S10 wJ LAMEAA NIE ™ SR, W n] ANk LS AOR A b A s 5 7
S, SRt BRI, AR I, AL AT Bk & ThE .

1.2 M E
UC120-1V1S10 fili& 8 {5 9 2 i N 7 5 R s«
K 1-2-1 UC120-1V1S10 7=

WAN

IFiEHL UC120-1V1510 S

'

!

IPihiL

SIp LAN

\ _ §

VWiFi
FX5S "~
SIPHR 25 ta
) ) \ .\D_
|
e REN oAk

UC120-1V1S10 gl & M5 7 F it WA ©2011-2019 54458 ik 1



1 F= iR
[
1.3 P2 AN
HUTHIAR :
DCI.Z)V - u! Pv:n w:u Po:vo wfl
o6 RST ':é' R:N L:N Po:! LTE
S5 THIAR :
UC120-1V1S10 &h& /o H P F-fiit WA A ©2011-2019 5 {Z 3@ 14 2



1.4 $87-T Ui B

o D3 T H 5 i N B R YR B N AN 1E
PWR CENMEi=vaNa) — "
W VDN Y
A W IEW 81T
RUN RGIEATIRESHRRAT it W RG IFAEYIIEA
K WA IERWIBIT
PRIA WiFi 4TI R RZES
WiFi WiFi FF R AR e~ AT K WiFi AbF 2 PR 2 Bl R
K= WiFi FR i
A
(322 Fb | FXS OB IES, AT SRR
7 N
FXS | RO SRR ) |
g st AT R LS IR AS
D3 AWy
A
(Z2Fb, | FXO 32 1 PSTN 28, A TR
K2
=30
FX0 AN b FERAT (EL4Fb, | FXO IR I PSTN &, 4bT IEHARZS
K AT
g FXO g A, BERERY GEE) #E47
D3 prA W
D3 WX 48 T B P 2% T AN I
WAN/LAN | P g peRastersr | W (56 1
B, K1 | W& IEY
)
D3 VOLTE fiH &
PERAG I A F] VoL TE Atk o345
1B 1| VoL TE BLHUH S FI STM + C 4
< s BEALEIE NSRRI RS 2 FPARE K
SIM SIM VoLTE #8747 2
BRI 2 SIM & B4 HLyA ik
PN I BEALEITRINFE I &5 2 FPARJE K
2 b
g L 35 47
USB/SD | 171 i & #2 NIR & 45 P HKAGN U FLA sd E

UC120-1V1S10 gl & M5 7 F it

WAL ©2011-2019 5 {Z ik 3




AT

F
ot

A U BB sd REEHRA

1.5 ThEEF4F 4

1.5.1 FEFE

1.5.2 Yy A%

B A FXSIFXO B 5 50

i FXO K4 PSTN/PLMN HFRY
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P& SIP Server Tifg, SCHF 60 A SIP 43411 15 #% SIP 73-H1H K
KAFH) Web F & LS, $RHEZREHLTT 0

FXS: 14

FXO: 14

USB #%I1: 1 4> USB2.0

PUKRIET: 1 4> WAN AT 1A LAN #10 (10/100 Base-T RJ45)
14> SD Ff#

14> FXS LED #8747 1 4> FXO LED #8747

\VoIP #4ii: SIP over UDP/TCP/TLS, SDP, RTP/SRTP
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KR, E&H IP Hihk— R O sEsos .
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PC 7 IP Huht 5 WAN H ) 1P bk 7578 R — M EX .

2.4.2 ZFEHEE
W% LAN BRI IP ik 192.168.11.1, SefBeiAtit-BALM) 1P bk, #hiRiHHENLS
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m | »
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1 2T
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1
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— R “flash”$Z AN CREF I TE EH K E . W F EIENL_ A “flash”i%4, 7] BA# FH“hook
flash” (3130 #AX.

3.3 FEIYSEAF

JE IR SEAF I, S8 1% o A SRy B P SR ARE 5 (R, ERBA BT B R
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A s
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o ATLGEHLERYE, BAIC RAERZDHL (ATELZ fxs 3L, WATLLE sip 201 5
o BIRCHHIG TG, HUrBIRFELH, WP C2n .

3.4.2 HH ¥ (Attend)

W) ) FE 72 THRE SO VR B AE N 55 = N3 I R 5 A2 75 B2 T oK LR R L A8 1 ) R vl
Hemzg =7, Rk ARST B IHITE SIS, B ARKIEIRHER S C, #EdiEn .

HB, 1 AT B HIE SR,

BB 2 BUrEHRE, AEHHL, A5 B IHT@EIE:

B 3 B2 il R WRRAE (ML A BB RIS E) , B HAEIKTT C HIE 51
I T =g —:

(D) GRS R C 1SR EGE C VARl (ndk S . fhes. WpIpiEn . RiE
WA . B 2 EIYIRYS A BELE;

(2) C &% (B R RS R4S , i B HWrHiE, A S4ks:848. i
AFEWTHLE, CadksiR, AafEil, B C L, JEihe BT,

(3) CHR#%, Ja CHihl, B 5 CibATilih. JEILN A SR fReFaEfr, ULt B AIC
R WL, IS A AT

3.5 AN B1E

A 5BiliE, AHIXJEIR CIHSHE, ARCHHMTEDE, FRF AL B IEIHREE (BT
FISEAFE) o MU A FTRUER A Y. 2 1 @Y B M, @il X, 1% 2 #Y)
B35 C HIETE, I X. % 3 Bt A =J7 81,

3.6 P PERGF R

FXS SCHRFFTA RGN G D RE . BLRONF PR RS, SNLIRIT e REu M - IR A8
BRI E IR .
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Fe Y AV
(%159 R WAN I IP Hihl

*158 A B % LAN LI 1P Hubik

*114 7 L Y

1575 BB ML, SRAT*157*0 BCE A, JRAT*157*1 BUE AL
Mt

~150% VB R 1P ik 7720, *150* 142 [ 2 IP #xX (Static) , *150*2#
& DHCP 55X

*152% WE IPv4 Mk, @i Hk$T*152%192*168*1*104 ¥ IPv4 Hihl- 1% & A
192.168.1.10

*156* WE IPVA P5E, B IRIT*156%192*168*1*1# H4 IPv4 S B E N
192.168.1.1

*153* W TP, B IRIT *153*255*255* 2550k T I HERG 15 B N
255.255.255.0

b H AW

*51 T 5 WY S5 5%

*50 5% AT Y S5 455 i 55

*1 B (il $%*18000#, 7] LLUE ¥ £/ H1*5 8000)

*2 Wl (. $%*28000# 7] LR & 4 H:37 H1 5 8000)

*72% TFIE KA AR MRS (1917 *72%8000, L IFAIEEES 5 8000)

*73 KT EREIRS (BT *738)

*QQ* T e ST 5 78 IR 55 (4511 : *90*8000, 15 1 P MU 4% £5 575 4y 8000)

*91 KA EERL RS (B *91#)

*Q2* FFE TR IR IR S (. *92*8000, 1% & IFIY4HE RS0
8000)
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** BRI —ANREH N IEEIRB G (Bldn:  $5**8000 X HL
554 8000 {7 HELIE)
*160* WAN H5 46, *160*1#2Z 77 /8 HTTP WAN 5], *160*0#&

] HTTP WAN 13 1] .

*170* BE ARG, *170%14 - B5, *170%24 - WIr A &

*163 CIE7 3% N CIE7 8 53 =t A NG R=R

*3 KBRS, FEIFENIFENT LR

*4 WU 430, 1 a4, TT LAYE @ 45 306 7. *4100, 1) LM REE15 505
100

*164* IEIYIEIT, *164*1 - Uik, *164%2 - #5 B, ¥164%3 - SR

X, Fltn: *164*2

FN::

RS BB R e A A2 2 e BB I TR H R, W BRI A FHENL, BT R PR

3.7 RIEMBRAIER

3.7.1 WASFFPIMERRA:

o T.38 (BT IP BfEED
e T.30 (Pass-Through)

3.7.2 T.38 F T.30
1) T.30 (Pass-through) :
A VBD I, BUAR AN AL BAS S AR, AEES BT AL RTP i

X, L RTP SR 7 2R C i IR BA5 5 145i4%, Pass-through IR, 15 %
1577 RN G711A 8¢ G711U.

2)T.38

BARRSGRAME RS S (BIMES) FIES, BN ESR e 1P Mkt
1A, IFEX L S K% B 5 BB SR oK A% FO8u e i T38 S 5 3K
AT fe4n -
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3.8 RST T8¢
AL et RST BEFIFFEEIN (M ANA], iz tT 1 Zh R th AN -
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Web T HAC &

5.1 Web FE R

FITFRIE 2%, SN LAN [ IP Mkl “192.168.11.17 (4 A[ L% A\ WAN (7 IP Hh
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5.2 RE
RS NEREN FSEEHA MY, SIP. PSTN. DHCP % /14113 . Fail2ban. VPN,
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E5 sz 2

wERS UC120-1V1S10 CPU [ | 37100 (3%) J
BERHS DD01-1065-1321-1039 TES D (52 |
WD 4334-1335-1C28 R EEER: /212972 kB 33%) |
ElfHE 255.0.5 2019-05-27 22-40:39 CST +0800

Fithedial 2019-06-11 13:50-08

IE{TEdE 1 7\BT 45 53 1§

=RESE 2R
WANBIES / 726 / 25 E473E0 LTERISS / B2k

MAC3tiht F8-A0-3D-EF-EF-16 i Ez

=Sl DHCP SIM-E ==

DHCPERSE 172.281.1 o B3/ 4G / TOD LTE

Pttt 172.28.97.230 e =4

FrEs 25525500 B il

s 172.281.1 1Ptk 0.0.0.0

DNS 88881722811 - DNS 0.0.0.0

2l BE (B8 0 =73 (0 S08a) / 0 =13 (0 $u8a) =i 12 (B 0573 (0 #4086 / 0 =15 (0 $d8a)
s 1B () %2]34 MB (252739 £U55) / 165 MB (13923 U8 = EE (B 0.00 B (0 £E2) / 0.00 B (0 Fig)
LANRIZE DHCPERS S

MACHEAE F8-A0-3D-EF-EF-15 HiE BEE

il il Al 192.168.11.99

IPitak 192.168.11.1 it 192 168.11.198

FrES 2552552550 s 192.168.11.1

=l RIE (B 0 275 (0 #486) / 0 =75 (0 EEBa) B 12 (hEF

26 1 ERE (i) 0.00 B (0 £4S&) / 0.00 B (0 FiEa) DNS -

5.2.2 SIP
COIRAESSIP” R BRI RS SIPERE, A8 SIPEIE. SIP F4%F1 SIP 5 H151E R

5-2 SIP 73#l

K&/ sIp

SIPF3L SIPeREE SIPEE

1 205 205 0 SR 3-<test>

2 30241 30241 1 172.28.29.241:5060 EiFARUDP) 196 DAG1000-4340 DAG 2.81.10.06 J-<test>

3 1000 1000 0 FIERR 1-< lan_default >

4 10086 10086 1 172.16.0.143:5060 EiFARUDP) 1104 Bria 5 release 5.0.2 stamp 87460 2-<wan_default >

5 10087 10087 0 SRR 2-< wan_default >
1 &m 50 100 200
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5.2.3 PSTN

5-3 SIP Hh4k
RE/sIP

SIP&HL SIPchigE SIPEE

v EENGTHEM)  EEHSHET) [y

1 trunk-1.30 172 28.1.30:5060 UDP £z =H FEMAI R 0/0 0/0 J-<test>
2 trunk-1.66 172.28.1.66:5060 UDP ESvil i AR 0/0 0/0 J-<test=
& 5-4SIPEE
K&/ SIP

SIP&HL SIPeREE SIPECE

4RI Lty ()] FFHZELH(FIT)
1 lan_default 192.166.11.1:5060 ETIER 0 0/0 0/
2 wan_default 172.28.97.230:5080 ETER 0 0/0 0/
3 test 172.28.97.230:5085 ETIER 0 0/0 0/

CRFFSDPSTN” TR /R B4 FXS A FXO HEC BARZS . SIP VEMPIRAS A4 4
HIR A

5-5 FXS 1. FXO FDIRZFI VOLTE RS

IRZ 7/ PSTN

SIPERGS

WS SIP MRS TR A “EiFEM” , MFRREAE “H-DSIP” s «“FHED>DFXO” T H
£ FXS A1 FXO 43 Al M 2] SIP AR5 45

5.2.4 DHCP &5 5%

“IRE->DHCP & i s ” TR 7 2 4% $) UC120-1V1S10 HIfire DHCP % )™ i
R, QR AR, Mac HihlAT IP #ihk4%.
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5-6 DHCP % /i 41| 3%

4X75 / DHCPE FiRFIZE

SEEial
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5.2.5 ZHHTIFFIY

CRE>HHTREI 7 G SR TS I E R, AR SRIE. HAOHL. T S,
THAG IR ZFIN F] L A RTIRASAE TR . AR A RTBRAE, WASBoR AR5 S .

& 5-7 SERFIFALLE

K& 7 ZEmEny

REEE

5.2.6 iHH

RV AT RAAE RS H” SR 2 P2 BB i i s, JFH T DURYE &)

g5 0 S B BRE B,  1E FR 22 ARAF 5000 45 .
FAPE “RG>EE” FE G BIhEEE, RS SF CREDTEH” FIHRE.

1 SIP==42/1/trunk-1.30 SIP==42/1#runk-1.30 350258 144243 13:55:14 13:55:15 EiEF 00:00:06
2 SIP=R42/1/trunk-1.30 SIP=R42/1/runk-1.30 335969 106223 13:55:15 13:55:16 EiEs 00:00:05
3 SIP=R42/1/trunk-1.30 SIPeR4/1trunk-1.30 331298 170779 13:55:16 13:55:17 EiEh 00:00:04
4 SIP==42/1/trunk-1.30 SIP==4/1runk-1.30 396713 123205 13:55:17 13:55:18 EiEH 00:00:03
5 SIP=42/1/trunk-1.30 SIP=48/1frunk-1.30 308940 124084 13:55:18 13:55:19 EiEH 00:00:02
6 SIP=42/1/trunk-1.30 SIP==4/1#runk-1.30 306853 103902 13:56:19 13:65:20 EiEF 00:00:01
T SIP==£2/1/trunk-1.30 SIP==4#/1#runk-1.30 368309 114645 13:55:20 il 00:00:01
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5.2.8 VPN
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5.2.9 Fail2ban

“IRA->Fail2ban” o 4RI ZEM 1P I sk E 2R 1P, AT LAZEIR &S ->Fail2ban 1T
A B M B2 1P Bffds O 2 B 251 1P

5-11 Fail2ban

4K7E / Fail2ban

EEIEE IS

EEhTcE
1 172.28.65.109 2019/06/03 18:38:54-2019/06/03 18:48:54 SIP iR 23 2019/06/03 10:38:55 -
2 172.28.29.241 2019/06/03 18:39:08-2019/06/03 18:49:08 SIP A HE 2019/06/03 10:39:08
3 172.28.65.109 2019/06/03 18:38:54-2019/06/03 18:48:54 SIP AT =3 20159/06/03 10:48:54
4 172.28.29.241 2019/06/03 18:39:08-2015/06/03 18:49:08 SIP AR =3 2015/06/03 10:49:08
5 172.28.65.109 2019/06/03 18:50:55-2019/06/03 19:00:55 SIP iLhE HE 2019/06/03 10:50:56
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53.4 B#fEHZE

“RA>BMEHLZ” THICTKH U505 Web BHHAEHE, siddy “adig” wJRUgA
L/}ﬁ/f\ﬁ:ﬁlﬁau, ,ml:-'-:f “ BH:II” j‘u‘_fﬂj Eln_njc/ﬁ:

5-17 ¥fEHE

Rt/ BERS 23
94 2019-06-11 Tue 13:58:27 == 172.28.69.117:52655 EF system/setting -
93 2019-06-11 Tue 13:57:59 == 172.28.69.117:52610 =5 status/about
92 2019-06-11 Tue 13:57:39 == 172.28.69.117:52568 =5 status/failzban
kil 2019-06-11 Tue 13:57:08 =E 172.28.69.117:52511 =5 status/vpn
90 2019-06-11 Tue 13:56:45 == 172.28.69.117:52473 ) status/service
89 2019-06-11 Tue 13:55:54 == 172.28.69.117:52177 BF status/cdr
88 2019-06-11 Tue 13:55:20 =2 172.28.69.117:52177 =5 status/currentcall
87 2019-06-11 Tue 13:54:32 == 172.28.69.117:52177 -3 status/currentcall
86 2019-06-11 Tue 13:53:49 == 172.28.69.117:51973 =5 status/client_list
85 2019-06-11 Tue 13:52:44 EE 172.28 69.117:51959 == status/psinstatus
84 2019-06-11 Tue 13:52:02 =E 172.28.69.117:51839 == status/sipstatus/sip_profile
83 2019-06-11 Tue 13:51:37 == 172.28.69.117:51652 =5 status/sipstatus/sip_trunk
82 2019-06-11 Tue 13:50:56 == 172.28.69.117:51652 =5 status/sipstatus
81 2019-06-11 Tue 13:50:54 =E 172.28.69.117:51652 =5 status/psinstatus
80 2019-06-11 Tue 13:50:06 == 172.28.69.117:51653 )

79 2019-06-11 Tue 13:50:06 EE 172.28.69.117:51653 BRATh
78 2019-06-11 Tue 12:00:37 =2 172.28.69.117:55104 =5
7 2019-06-11 Tue 12:01:16 == 172.28.69.117:54041 == sysdem/applyreboot -

RS (BRI - A Y VA Pl E

5.3.5 lk%EITHE

“RE>MFBATHE” TUH R SH BIRS AL ORSMIsTHE, ZHE—
PR st il R E A o

& 5-18 H&%””EIU
A4/ l%ETH

40
EE

53.6 BEEKHE
“RYSEEEBHE" T+ 0T 5L Web LFTHHTI0RCE .
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5-19 BB EH&E

R BEENEE E
Mon Jun 10 16:33:59 2019

SIPF Extension / 10086 [/ New

Call Pickup = Ring Group

Call Forward Unconditional = Off
Call Forward Unregister = Off

Do Not Disturb = Off
Original Called Numbker Locaticn(Send INVITE) = Request Line: User Part

Password = 10036

5.3.7 &/ R /F+%

£ “RG>HFMIRETHR” Fmm, A Bl R E Sl DL T RS .
VRSBl T+ R A 7 R L Ja A REAE AL

5-20 F4R%
i / SHnRe /AR

Hik EishRSE TEEERTS

B 5

BEIER | RISt

LWL LRSI R GETH K SO R ASHBSCA, T Provision (0 [ AR T 28 SO R T 55 4% o
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5-21 &1RIRE

5/ |ID/REFHE

FER B TERERT R

EEREGNESH TS b 5 I s o s
e @ 565 L A ) S
HEHEEEE HeiFsrtt | SRR
PRSEIHE &R
HS AP EtaEiE

1 admin 2019-06-10 16:34:02 @QO®

2 admin 2019-06-07 22:12:56 QO®

3 admin 2019-06-06 14:36:28 QO®

4 admin 2019-06-06 11:12:38 @QO®

5 admin 2019-06-06 11:12:38 QO®

6 admin 2019-06-06 11:05:07 (GIOIS)]

7 admin 2019-06-06 11:04:25 @QO®

8 admin 2019-06-06 10:48:19 QO®

9 admin 2019-06-05 17:09:13 QO®

10 admin 2019-06-05 16:22:01 @QO®

R 5-3 % AN/ WE/ THFAN AL U

T TR & web (LB, AT LM R G RN 55 (K G B, o]
DMER LS &

HE He e BB R B B i T BRAE

R SALMBCELEE, . AT UCL20 [ i #odi

T+ THE & IIRRA, THOCHER] iR

5-22 JoLRARHL T2
R/ SRS TR

FHR EinixE FEREIRTHER

SRR SIMCOM_SIM7600CE-T v
B e PEENY | REETEE
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53.8 {EE

£ “RE>iES” Wi, AL EAE IVR R1ES, #oRIES R0 wav 340018,
HAZ SOSN8 . 8000Hz. 16Bit. /N T 550KB.  Z % N B BN 5% 1R
1 IVR 182 AT IR

& 5-23 L& IVR iB&

R/ EE
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i WEB BRI 1 _E %, mT AR i B A5 B B AR 1P b A A i 1 4R
3o HCE AL

D @M. 57 /87 KR, 57 RARBIVARAHRIS, 87 RAWIHS
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L2TP (Layer 2 Tunneling Protocol) : —JZR¥IE P, /& —Fix) PPP & 2 H0iE kAT
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S
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5.4.12 Fail2ban
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Network / FailZban
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5.4.13 Hosts

£ “P%&->Hosts” TUIH, A RIERIN—A hosts SCF, J5 FH 1% Hosts SCHF /G CIRZS A H),
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